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Foreword
The National Center for Spectator Sports Safety and Security (NCS4) at the University of Southern
Mississippi has established the National Sports Security Laboratory (NSSL) dedicated to sports
safety and security to assist spectator sports venue operators in assessing and validating systems
and technologies for safety and security use.
The NSSL provides a mechanism to aggregate specific safety and security requirements for the
spectator sports domain as developed by security and venue operator practitioners through
participation in a National Advisory Board. This Advisory Board includes participation from all
professional sports leagues and select collegiate institutions. The NSSL, using industry
requirements and operational needs, develops:


Impartial, vendor agnostic, and operationally relevant assessments and validations of safety
and security solutions (systems) based on the community of interest (COI) requirements



Evaluation reports that enable venue operators and security personnel to select and
procure suitable solutions; and to deploy and maintain solutions effectively. In some cases
process evaluations will be performed to provide newly devised procedures.

The evaluation program follows principles currently espoused by standing DHS validation programs
(such as SAVER1) that are meant to assist end operators with objective and quantitative reviews of
available commercial systems and solutions. Information obtained in the course of the
assessments (including this report) will be made available to subscribers of NCS4 publications and
the U.S. Department of Homeland Security for their use.

1

System Assessment and Validation for Emergency Responders (SAVER) was established by DHS to assist
emergency responders in making procurement decisions through the publication of objective assessments
and validations of commercial equipment. This process was used as a reference guide for the evolution of
NCS4 Lab process.
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1.0

Introduction

1.1 Analysis of the Need
The NCS4 National Advisory Board identified radiation response capabilities as a priority for sports
safety and security. In the event of a radiation emergency, resources are available to assist local and
regional response activities. However, it is important that sports venues and their communities be able
to diagnose a radiological incident and understand the process for attaining the appropriate level of
support. In many cases, radiological detection is a scarce resource for local communities and venues.
Sports venues should conduct a capabilities assessment in conjunction with their communities to
determine needs, as well as the local, state, and federal resources available for screening, monitoring,
and detection.
This report presents a summary of the evaluation and demonstration of the SmartShield™ System, a
networked radiation detection system.

1.2 Overview of Passport Systems
Passport Systems was founded to develop and commercialize new technologies to address the threats
facing the world in the aftermath of the 9/11 terrorist attacks. Founded by a team of MIT technologists
and entrepreneurs, Passport Systems has developed algorithms and technologies for the detection of
radiation and identification of radioactive isotopes and substances, including the development of
advanced scanner for trucks and containers, the SmartScan 3D ™ Automated Cargo Inspection System.
The same technology advances have led to the development of SmartShield ™ Networked Radiation
Detection System, comprised of software and hardware to provide public safety with enhanced detection
and operational capabilities.

1.3 SmartShield Overview
The SmartShield™ Networked Radiation Detection System is a series of networked radiation detectors. In
the SmartShield™ system, multiple detectors are networked together to share data; acting as one large
distributed sensor that offers significant new capabilities. Without operator intervention, SmartShield™
technology identifies radioactive isotopes, provides the category (i.e., Medical, Naturally Occurring,
Special Nuclear Material, or Industrial), compares the data in real time against a true map of background
radiation, and geolocates the source. The system automatically shares this information with everyone on
the network. Each operator can clearly observe the background radiation being collected and displayed
automatically. The end result is a radiation detection system focused on sensitivity, accuracy, and
information; with the goal of reducing detection times while expediting situational awareness to
command and control more rapidly than individual detectors working independently.
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1.4 SmartShield™ System Components
At the core of the system are algorithms running in proprietary software. The SmartShield™ system has
four elements:

Figure 1: SmartShield™ System

1.
2.

3.

4.

The G300 Radiation Detector is a gamma radiation detector of approximately the same size
and weight as a smartphone.
The SmartShield™ Application running on a smartphone, paired with a G300 detector via
Bluetooth, automatically joins a SmartShield Network to initiate operation without operator
intervention. The SmartShield™ Application provides:
 Computational capability for advanced detection, identification, and localization
algorithms,
 User interface (visual, audio, and vibration); and
 Localization of detectors and radiological sources using GPS, Wi-Fi, and cellular
signals.
 Network Communications
A Tactical Control Unit (TCU), a ruggedized laptop that runs SmartShield software and provides
automated command and control for all linked detectors. The TCU provides enhanced
computational, visualization, and situational awareness capabilities.
The SmartServer provides bidirectional communication to each node and the redistribution of
information between nodes.

The complete sharing of information between the SmartServer, the TCU, and the detectors provides
detection and localization of radiation sources, continuous mapping of background radiation, (which
increases sensitivity), and full situational awareness at central command and control (also serviced by the
server) and each node.
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2.0

Objectives

This report serves the following purposes:


Provides the description of the methodology employed during the evaluation, the scoring
system and the role of evaluators in the evaluation process.



Outlines the full set of solution requirements identified as functional
capabilities by Passport Systems regarding the SmartShield™.



Publishes the evaluation scoring results as well as the comments and additional
information provided by the evaluators and Passport Systems.

This evaluation is intended only to validate SmartShield™ technology capabilities and functionality, as
claimed by Passport Systems. The goal of this assessment report is to validate the SmartShield™ system
advertised features and functions. The intent is not for comparison purposes with similar technologies
or products.
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3.0

Methodology

3.1 General Approach
The methodology described herein was developed to be repeatable so that it could be used in the
evaluation and assessment of a variety of technologies and processes. By employing this methodology
the results become verifiable and quantifiable, and can be used subsequently for an entity’s individual
analysis and/or procurement decisions.
The methodology for this evaluation began with a discussion between Passport Systems and NCS4 to
define the capabilities and functional requirements of the SmartShield™ system for the evaluation.
Once Passport Systems provided a description of capabilities and functions to demonstrate, NCS4
worked with Passport Systems to create a list of executable requirements for the evaluation process.
Evaluators assessed the SmartShield™ system only against the company’s chosen requirements. No
evaluation criteria were considered outside of Passport Systems’ own operational requirements. The
evaluation criteria consisted of functions specifically related to the equipment’s application and
capability.

3.2 Evaluators
The SmartShield™ system was evaluated by a select group of subject matter experts (SMEs) from the
public safety domain. This group consisted of professionals from sports safety and security, hazardous
material response, fire and emergency services, radiological response, and nuclear operations. The
collective group of SMEs had a base of experience that encompassed collegiate and professional sports
and major event safety and security operations.

3.3 Collecting Results
Each SME/Evaluator was provided with the SmartShield™ evaluation requirements matrix and scoring
definitions. Facilitators and evaluators were briefed prior to the evaluation to ensure a thorough
understanding of the evaluation process and the expectations for each evaluation participant.
Immediately following each part of the evaluation, evaluators documented their observations and
qualitative comments to supplement the quantitative scoring. At the conclusion of the evaluation
process, the facilitator used the quantitative scoring data to tabulate the results in the Scoring and
Results section.
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4.0 Setup, Demonstration and Evaluation
4.1 Setup
The evaluation took place at the University of Southern Mississippi (USM) campus in Hattiesburg, MS
during a state-wide radiological exercise taking place at M.M. Roberts Stadium. Federal, state, local,
and campus stakeholders and response agencies were invited to take place in radiological response
training and functional exercises during this two day event.
Prior to the exercise, Passport Systems and NCS4 personnel surveyed the stadium and surrounding
areas to determine and establish the background radiation of the area. Five units were used to
populate a shared map with background information, via the SmartShield™ Mobile Application.

Figure 2: Background Survey

The morning of the evaluation, exercise participants and evaluators were briefed on the scenario.
Evaluators were then provided with 1 hour of training and orientation. The scenario was designed to
test the universities capability to respond to a radiological exposure device (RED). Cesium-137 sources,
of varying energy levels, were placed in miscellaneous locations throughout the stadium seating and
concourse areas. Source strengths and locations were not shared with Passport Systems personnel or
evaluators prior to the assessment.
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4.2 Demonstration
Prior to beginning the evaluation, assessors were provided with evaluation criteria. Each evaluator was
then equipped with a G300 detector and Samsung Galaxy S6, which communicate via blue tooth and
share information between mobile phones and the tactical control unit through network connection.
Passport Systems personnel instructed evaluators on the operational use of equipment and provided a
demonstration prior to the evaluation. Evaluators, accompanied by NCS4 and Passport Systems
personnel, were then instructed to sweep the stadium for suspected sources. To validate accuracy, all
measurements were compared to source strengths provided by the Mississippi Department of Public
Health.

4.3 Evaluation
Following approval from the exercises Incident Commander (IC), evaluators were deployed to the east
concourse and seating areas for monitoring. During the survey, the evaluation team positively identified
all three concealed sources placed in the vicinity, none of which exceeded 900 microcuries (µCi) in
radioactivity. During this time, evaluators were able to test alarms, geolocation, communication,
detection, identification, and measurement capabilities.

Figure 3: Mobile Application Screenshot

Figure 4: Tactical Command Unit Screenshot

After surveying the east side of the stadium, the evaluation team was dispatched to the west
concourse and seating areas. During the survey, the evaluation team detected, identified, and
measured the largest source used for the evaluation, measuring 5.1 millicuries (mCi). After locating the
source, the evaluation team proceeded to validate the SmartShield™’ Networked System’s ability to
triangulate and rapidly detect a radiological source. Three detectors were used to approach the source
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from different angles to gauge the efficiency of multiple networked detectors in identifying and
locating the source. The radioactive isotope and location were determined after 55 seconds. The same
approach, with a single non-networked detector, took 2 minutes 37 seconds.

Figure 5: Mobile App Triangulation

Figure 6: Tactical Command Unit Triangulation

Following the site survey, the evaluation team met in the National Sports Security Laboratory (NSSL) to
discuss findings. Passport Systems then demonstrated the SmartShield™ Virtual Source training
module, designed to provide responders with the ability to conduct training and exercises without live
sources. Source type, strength, and location was input by the exercise controller at the tactical
command unit. The evaluation team was then dispatched to a nearby parking lot. After monitoring
background radiation, the team surveyed the parking lot for the training source. SmartShield™
functions and features operated the same as they did for live sources and real-world operations.

Figure 7: Training Module

11 | P a g e

©Copyright 2017 University of Southern Mississippi. This report is the property of the University of
Southern Mississippi and the National Center for Spectator Sports Safety and Security. Distribution upon request will be made
to authorized federal, state, and local government agencies; commercial entities; collegiate associations, and professional
sports associations for administrative or operational use.

University Of Southern Mississippi – National Center for Spectator Sports Safety and Security

4.4 Analysis
The SmartShield™ Tactical Control Unit (TCU) recorded and maintained an event log for all activity
reported from the networked detectors. Evaluators compared their notes to the video and analysis
tools for accuracy.

Figure 8: Analysis
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5.0. Scoring and Results
5.1 Scoring System
As outlined in Section 3.1, the evaluators scored the performance of SmartShield™ technology based
on the specific applications and capabilities, as defined by Passport Systems. Evaluators scored each
functional area in three ways: 1) through observation/documentation during training, 2) interaction
with the system, and 3) Passport Systems’ demonstration of system functions. In accordance with NSSL
policy, evaluators compared SmartShield™ against the requirements and not against other evaluators’
results (technical leveling). Table 5.1 below defines the scores used.
Table 5.1: Scoring Definitions

Definition
Does not meet the requirement
Partially meets the requirement
Meets the requirement, with
comments/recommendations
Meets the requirement

Score
0
1
2

Equivalent %
0%
50%
75%

3

100%

Each requirement was weighted equally. Prior to January 2016, assessments included separate
categories and weightings for capability and feasibility. This allowed evaluators to provide scores that
showed a product “exceeded” requirements. The new methodology combines capability and feasibility
thus, eliminating dual scoring. Each requirement’s score now represents a combined score of capability
and feasibility.
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5.2 Evaluation Results
5.2.1 Application and Capability
5.2.1 Application and Capability
Function # Functional Area
Application and Capability
1
Background Radiation Map
2

Measure

3
Detect Radioactive
Isotopes
4

Categorize and ID
Radioactive Isotopes

5

Geolocate source

6

Situational Awareness

7

Fast Detection

8

Triangulation

9
Spectrum
10

Export Data

11
Data Analysis
12
SmartShield Mobile App
12.1
12.2

Geolocation
Alarm Status

Function/ Specification to Score
Allows users to measure background radiation
in real time, and creating a background
radiation map for command use.
Allow users to see the dose rate in real time
wherever they are located
Provides the user with an alarm when a
radioactive isotope has been detected with a
dose rate abnormally above the background
radiation
Show the category and identity of an isotope
Provide a visual indication on a map display of
the calculated location of the radioactive source
Show the location of each detector on a map.
Demonstrate that three or more networked
detectors will detect a radiological source faster
than a three detectors operating autonomously
Demonstrate the ability of multiple networked
detectors to locate a radiological source.
Observe the spectrum for each and any
detector in the system on a command unit
computer
Export Data to a file that can be used by
external systems for analysis or other purposes.
Use data to replay sessions for after action
training. See trends of background radiation by
comparing one day's background map with
another
The SmartShield Application provides algorithm
processing for radiological spectrum data,
simplifying the results for users.
SmartShield displays map location of network
devices
SmartShield displays detection identification
alarms.

Score

3
3

3

3
3
3
3
2.83
3
3

3

3
3
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12.3

Multiple Configuration

13
SmartShield ™ Tactical
Command Unit App
13.1
13.2

Location
Dose Alarm

13.3
Health
13.4
Connectivity
13.5
14

Spectrum
Mobile Application

14.1
Location
14.2

SmartShield provides configurations for display
clarity and ease of use.
The SmartShield Tactical Control Unit provides
Group/Network visibility to all detectors in the
system from a designated location or
operations center. The TCU shows detailed
information regarding:
The SmartShield™ TCU allows the location of
detectors to be tracked from a central location.
The SmartShield™ TCU allows dose alarms for
detectors to be tracked from a central location.
The SmartShield™ TCU allows the network
application allows the connectivity, GPS, and
communications link of individual detectors to
be monitored from a central location.
The SmartShield™ TCU allows the network
connection of detectors to be tracked from a
central location.
The SmartShield™ TCU allows for energy levels
to be monitored from a central location.
SmartShield™ has the ability to show the
following:
The SmartShield™ mobile application allows
the location of individual detectors to be
tracked and displayed within the application
and shared amongst deployed network devices.

3

3
3

3

3
3

3

Health

The SmartShield™ mobile application allows
the connectivity, GPS, and communications link
of individual detectors to be tracked and
displayed on a tab within the application and
shared amongst deployed network devices.

3

Alarm Status

The SmartShield™ mobile application allows
the alarm status of individual detectors to be
tracked and displayed within the application
and shared amongst deployed network devices.

3

Communications Link

The SmartShield™ mobile application allows
the network connection of detectors to be
tracked and displayed within the application
and shared amongst deployed network devices.
When connectivity is lost icons change colors to
notify other networked devices.

3

14.3

14.4
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14.5
Detector Nodes

15
Mobile Device
16

Training Sources

The SmartShield ™ mobile application allows
the unique identifiers for each detector and
dose to be tracked and displayed within the
application and shared amongst deployed
network devices.
Android mobile applications allow users to see
rich radiation detector information in a field
environment.
A SmartShield™ training application allows
users to place simulated sources
Average score

3

2.83
3
2.99

SME Comments/Recommendations:
2 – Detectors reacted in real time, however, there is a 3-5 second lag time for the detector to
communicate with the network subsequently displaying on the mobile application.
3 – It is important to note that detectors exclusively measure gamma energy.
4 – Cesium 137 sources were used to validate the categorization and isotope identification.
6 – The situational awareness created by showing each detector on a single map was outstanding.
7 – Four networked detectors were able to locate and identify a source in 55 seconds. An individual
detector, following the same survey pattern took 2 minutes 37 seconds to locate and identify the
same source.
9 – It is important to note that time, distance and shielding will influence detection times and
triangulation.
15 – Users should be aware that light saturation and glare can affect the color and clarity of phone
screens. Also, the mobile application is currently limited to Android devices.
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5.3 Description of Results
Table 5.2.1 displays the functional area and associated requirements that were demonstrated and
scored. A composite score, representing the average of all functional requirements, is found at the
bottom of Table 5.2.1.
The average score for each of the Application and Capability of the SmartShield™ system was 2.99.
No single application or capability failed to meet the requirement. Assessor comments and
recommendations are listed by function number within the evaluation matrix.
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6.0 Evaluator Comments
Each evaluator was asked to provide feedback relative to SmartShield™ technology following the
evaluation. Comments are intended to capture overall feedback from each SME, expanding on the
evaluated criteria. Emphasis is placed on the incorporation of the product into safety and security
operations.
Evaluator 1:
“The SmartShield™ system provides situational awareness for all levels of incident management.
Additionally, with multiple detectors being utilized, fast detection provides significantly quicker detection
that autonomous detectors. However, it is important to understand that geolocation is subject to
inherent system limitations of the phone GPS, wireless connectivity, and cellular capability (signal
strength, barriers, terrain bounce, positional dilution of precision (PDOP), etc.).”
The best features of the SmartShield™ system is the situational awareness it provides to response teams
and leaders. Its failover features from Wi-Fi to either an established or ad hoc cellular network ensures
connectivity. This connectivity between team members significantly reduces detection time by minutes
compared to autonomous detection.
Another strength is the training and simulation features. The system has the ability to electronically
inject a simulated radioactive source that provides a full fidelity simulation of an actual event, even
allowing the individual detectors and hand-held devices to respond as they would during a real event. It
allows teams to “train the way they fight.” This is a significant capability.
At the moment, its biggest weakness is that the application is Android only. This limits its potential utility
emergency management organizations that use IOS.
Evaluator 2:
“SmartShield™ is user friendly and easy to learn, which allows the device to be wielded by individuals
without specialized skills in radiation detection. Individual units capable of communicating with one
another allows a team to create a common operating picture, a great feature. This is a very useful system
and would allow venue security to detect radiation quickly and accurately.
Recommendations for future system updates would be for the system to allow fast forward on playback
before creating an mp4 and to expand the system to an IOS platform.”

Evaluator 3:
“Passport Systems SmartShield™ Technology presents a discreet, expedient, and efficient tool to rapidly
detect, isolate, and identify gamma radiation-emitting sources. The interface, which utilizes features
present in the current generation of smart phones is user-friendly and presents a variety of tools useful to
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new users and experienced users alike. The ability to utilize multiple detectors that share data through a
wireless network makes the technology useful for conducting surveys of radiological materials or being
used as stand-off detectors at entry control points.
The feature which I found the most useful and I believe place this detector above others is how the
detector works in conjunction with a smart phone. Currently it utilizes a smart phones wireless and
Bluetooth connectivity and GPS system, but the promise of new and evolving uses of other smart phone
applications and capabilities make this detector a viable and increasingly useful tool to responders,
without the cost of replacing the detector itself.
Drawbacks to the system are also related to its reliability on smart phone technology, but these
drawbacks do not make the device non-operational. Without the assistance of a wireless connection
(Bluetooth, Wi-Fi, or mobile connectivity) many of the best features are limited, but the detector itself is
still a useful and effective radiation detector. The same can be said for the reliability of requiring a GPS
signal. Fortunately, as these drawbacks are related more to the limits of current smart phones, as that
technology advances and becomes more reliable the drawbacks will become less severe.
Pros: User friendly, with easy to learn features; quick deployment; great feature of individual units being
able to detect and communicate with others; very useful for venue security to detect radiation; advanced
technology allows for faster, more accurate detection; accurate GPS location spectrum.
Cons: Android specific. Should connect with IOS, as so many other apps being used in venues are
compatible. Cannot fast forward to specific times in playback.”
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7.0 Summary
The specific functions and features of this product were observed and evaluated by a team of sport
security professionals assembled by the University of Southern Mississippi’s National Center for
Spectator Sport Safety and Security. The NCS4 staff facilitated the product evaluation and compiled the
evaluation results listed in this report. The NCS4 staff did not have any input into the scoring of the
evaluation criteria or evaluator comments.
The evaluation requirements centered on the systems’ Application and Capability. The overall
composite score, 2.99 out of a possible 3.0, of the measured functions indicates that this product
overall performed at or above the levels considered by the evaluators to fully meet each requirement.
Additional evaluator comments and recommendations are captured in section 6.
NSC4 would like to thank the subject matter experts and Passport Systems for their participation in the
evaluation and demonstration process.
This report is available on the NSC4 website at http://www.ncs4.com/lab/evaluatedproduct-list.
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